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_ Oracte Selutions for Homeland security

“Homeland security is about the integration of a nation. In this post-9/11 era, a new
Oracle Solutions for philosophy is required—a philosophy of shared responsibility, shared leadership, and

Homeland Security shared accountability.”

— TOM RIDGE
Secretary
United States Department of Homeland Security

HOMELAND SECURITY: INFORMATION
IS THE FIRST LINE OF DEFENSE

The September 11, 2001 attacks on the World Trade Center and the Pentagon underscored
the need for a different approach to national security, one requiring a coordinated view of
potential threats and more secure and more effective methods of sharing information. In
2002, the newly created Department of Homeland Security assembled 22 federal organi-

zations around that single mission.

However, 85 percent of the nation’s critical infrastructure—dams, bridges, power grids,
financial institutions, and information systems—is owned by the private sector. The preven-
tion of future terrorist attacks will require unprecedented cooperation among the various
levels of government and the private sector. How can all parties collaborate and share

information while ensuring data security and the privacy rights of individuals?

With 30 years’ experience working with the highest levels of government on national
security issues, Oracle offers a unique combination of experience and products to help
enterprises achieve their national security goals. Oracle’s integrated suite of business
applications—currently deployed in over 2,000 government agencies around the world—

are the only solutions built on the powerful and highly secure Oracle Database.

Whether used in an Oracle-only environment or integrated with other vendor and legacy
systems, Oracle solutions provide the security, interoperability, and stability required for

homeland security. Oracle enables you to transform raw data into actionable intelligence,

align disconnected systems and organizations for a “single source of truth,” and use

information technology as a critical tool to proactively prepare for terror attacks—in the

United States and around the world.




“Do we all accept the premise that there is a terrorist threat out there? Should we do
something about it? Yes, there is a threat; and yes, this threat can harm us. But there
are solutions, and the strategic use of information technology can help protect the

American people from harm.”

INDUSTRY CHALLENGE

Ensure the Security of Sensitive Information
Technology experts in the U.S. General
Accounting Office and the Department of
Homeland Security agree that information
sharing is crucial to the successful execution
of homeland security. However, opening up
previously isolated information systems dis-
persed across multiple organizations introduces
new, significant security concerns. How can
we manage multiple levels of access across
large organizations, connect numerous appli-
cations, and protect vulnerabilities at applica-

tion-integration points?

The importance of software security does not
end with connecting critical systems. Physical
infrastructure is increasingly connected and
controlled by remote systems, allowing for
the remote control of tangible assets via com-
puter. If a malicious intruder penetrates such
a system, the real-world assets used to support
our country could be endangered. Such an
intrusion could, for example, disable the I.D.-
card systems used to control access to secure
areas within a building, or allow catastrophic

control of dams, power grids, or water supplies.

LIEUTENANT GENERAL JOSEPH K. KELLOGG
(U.S. ARMY, RETIRED)

Senior Vice President, Homeland Security Solutions
Oracle Corporation

ORACLE SOLUTION

Secure Critical Information

Oracle’s commitment to data security spans the
company’s nearly 30-year history. Dating back
to the project that initiated the company—
a relational database system for the Central
Intelligence Agency—Oracle has placed the
utmost priority on maintaining the highest
levels of data security in the software industry.
Not only are Oracle products built within a
secure production environment, they have been
reviewed under International Common Criteria
(ISO-15408) for security—undergoing 17
evaluations against every major worldwide

criteria over the past 12 years.

Oracle protects sensitive information where it
is stored, in the database itself—with more

precise control of access and permissions than
any other vendor. Oracle products build in a

variety of advanced security features that enable
simplified identity management, encryption
of sensitive data managed by job role, and

continuous uptime.

“Security on the internet is, by its very nature, highly interdependent. Each internet system'’s

exposure to attack depends on the state of security of the rest of the systems attached to

the global internet. Because of advances in attack technology, a single attacker can rela-

tively easily employ a large number of distributed systems to launch devastating attacks

against a single victim.”

Simplify Identity Management

By centralizing security management across the
entire enterprise, Oracle technology simplifies
the management of security policies and access
while reducing administrative overhead.
Identity management is integrated through-
out Oracle’s product families—from Oracle
Database 10g and Oracle Application Server
10g to Oracle Collaboration Suite and Oracle
E-Business Suite—to allow rapid deployment
without the cost and complexity of adding
additional security tools and applications to

your information systems.

Encrypt Sensitive Data

Data encryption protects sensitive data as it
is sent over potentially vulnerable information
networks. Whenever your system handles
confidential data, it is important to encrypt
packets flowing over the network and internet,
as well as information in the database. Oracle
products support a variety of industry encryp-

tion standards to protect data from prying eyes.

OVERVIEW OF ATTACK TRENDS
CERT Coordination Center
Carnegie Mellon University

Manage Data by Job Role

Oracle Database 10g enables user- and group-
level data access within a single database, so
only those with the appropriate clearance see
sensitive data. Oracle Virtual Private Database
separates sensitive data by organization, region,

security clearance, or project.

Ensure Continuous Uptime

System availability is an absolute requirement
for any information system involved in home-
land security: Lives can literally be at stake if
a critical application, server, or database goes
down. Grid computing pools large numbers of
servers and storage into a flexible, on-demand
computing resource for all enterprise computing
needs. If one machine goes down, others are
available to take up the load. Grid technology,
available in Oracle Database 10g, is the only
solution that delivers the extremely high
levels of availability required to maintain

enterprise continuity.
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VIGILOS

Vigilos, Inc.

Vigilos is a physical security
solution company that uses
advanced technology to
integrate security from
multiple sources across an
enterprise and across mul-
tiple devices—point of sale
systems, alarm systems,
cameras, access control,
barcode scanners, and
others. Vigilos processes
this data and transforms

it into intelligent, readily
accessible information. The
Vigilos solution reduces
false alarms, increases
speed of investigations,
and provides security data
that is relevant and timely.
Vigilos is one of the few
“software only” solutions
on the market, allowing it
to work effectively across
multiple vendor and device
infrastructures, leveraging
a company’s technology
investment and streamlin-
ing operations.
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NETWORKS

F5 Networks Inc.

F5 Networks Inc. is the
leading provider of applica-
tion traffic management
products that enable enter-
prises and service providers
to protect and optimize the
flow of information across
business networks. F5 is
working with Oracle on
the development of the
Maximum Availability
Architecture (MAA), a tech-
nical architecture based on
leading high-availability
technologies and best
practice guidelines. F5
supplies Oracle with proven
expertise in application
traffic management along
with F5's market-leading
solutions, including BIG-IP®
and 3-DNS—deployed by
the Oracle High Availability
Systems team in the Oracle
MAA laboratory. The goal
is to describe configura-
tions and recovery steps
for all types of network
outages, as well as metrics
to be monitored.

“Imagine if civil engineers built bridges the way many software developers build software.

The bridge is critical infrastructure—it has to work, it has to be safe, it has to be reliable.

It can never fail. The fundamental problem with the IT industry is that vendors do not

understand they are now building critical infrastructure.”

Law enforcement, public health officials, the
intelligence community, and—most impor-
tant—policymakers must have confidence
in the security protecting their sensitive
information as they share it among them-
selves. Oracle’s proven security track record
and third-party quality assurances make it

the best choice for this vital operation.

INDUSTRY CHALLENGE

Share Integrated, Timely Information

To ensure that homeland security stakeholders
receive secure and up-to-date threat informa-
tion, everyone needs to be working from the
same set of underlying data. Critical infor-
mation cannot be segregated inside isolated
systems, inaccessible to your counterparts in

other organizations.

The United States General Accounting Office
found that information pertaining to terrorist
activity is fragmented and not shared. In fact,
until March 2004, more than a dozen govern-
ment entities maintained separate terrorist

watch lists—none of which were integrated in

MARY ANN DAVIDSON
Chief Security Officer
Oracle Corporation

a common clearinghouse. Without such inte-
gration, it’s difficult for governments to have

a clear view of potential threats.

Not only does the information need to be
integrated, but it must also be distributed to
the appropriate agencies in a timely manner.
With 1.2 million professionals at work in
87,000 jurisdictions in criminal justice alone,
managing the flow of significant data among
these systems—and putting it in the hands
of the first responders—is just one example
of the considerable organizational challenges

inhibiting quality information sharing.

Decades of uncoordinated IT strategy cannot
be simplified and synchronized by mere policy
edict. Organizations must define a carefully
organized technology strategy that considers
the mix of custom legacy systems, multivendor
environments, and disparate organizational
cultures within the enterprises involved in

homeland security.

ORACLE SOLUTION

Unify Fragmented Data Sources

Using Oracle technology, you can map exist-
ing data within custom or legacy systems to
a single data model. Integration features of
Oracle Database 10g and Oracle Application
Server 10g allow you to connect data from a
variety of sources for secure use across and
among organizations. Out-of-the-box adapters
connect legacy and relational databases
together; built-in extraction, translation, trans-
formation, loading, routing, and validation

services ensure data consistency and accuracy.

Additionally, the applications within Oracle
E-Business Suite include integration products
that enable real-time collaboration with your
intelligence partners. Support for industry-
standard transfer protocols—including
RosettaNet for data-exchange best practices,
HL7 (Health Level 7) for heath-related data,
and EDI (Electronic Data Interchange) for
Department of Defense data—ensures that
applications from different organizations can

process each other’s data.

Oracle has also created solutions that target the
specific needs of the disparate organizations
involved in homeland security. For example,
criminal justice employs a variety of procedures
for managing the flow of people and events
through the criminal justice system. While
these processes may vary within and among
jurisdictions, the need to share information in
a timely manner is critical to making key
decisions and enabling rapid responses. Oracle
Justice Integration Hub provides a compre-
hensive integration platform to address these
specific needs and can serve a single agency
within a juristiction, or multiple agencies and

their justice trading partners.

By combining Oracle’s applications and plat-
form technology, any system related to your

organization’s charter can operate and make
decisions based on the same underlying data.
All organizations that share data will then

have a clear understanding of the nature of
that data. An organization with the proper
clearance can collect facts from a variety of
secure sources to create insightful analyses or

actionable recommendations.

>
SRD

SRD Software

SRD Software provides
identity-recognition soft-
ware to commercial and
government customers
that require an unprece-
dented level of customer
and citizen insight. SRD’s
Entity Resolution process
determines whether multi-
ple records that appear to
describe different individu-
als or organizations are
actually records for a single,
360-degree identity. Once
the process has determined
that two or more identities
are the same, the multiple
records are integrated into a
single entity and assigned
a unique identifier called
a “persistent key.” The
resolved 360-degree data
is presented in a compre-
hensive, unified view that
maintains all of the data’s
original attributes, such

as information about the
individual or organization
from prior records—even
identifying the source sys-
tems that provided the
original data.




empressus™

Compressus

Compressus is the maker of
VIGILENT, a medical-surveil-
lance solution that provides
healthcare decision-makers
with the ability to rapidly
detect and identify known
pathogens. The supporting
suite of VIGILENT applica-
tions facilitates an effective,
multiagency response by
developing and sharing
information over the inter-
net and storing that data in
secure, redundant reposito-
ries. VIGILENT allows local
hospitals to keep their infor-
mation confidential, even
from other hospitals, while
allowing hospital manage-
ment to decide when the
data flows upstream to
other locations. VIGILENT
enables any community to
meet the Center for Disease
Control'’s Critical Benchmarks
for Bioterrorism Preparedness
Planning with a system that
supports effective commu-
nication between essential
officials during a crisis.

“Information sharing with and between all levels of government and the private sector
must become an integral part of everyday operations if we are to be able to identify ter-

rorist threats and protect against attack.”

INDUSTRY CHALLENGE

Protect Critical Infrastructure

From energy and financial networks to transit
and healthcare systems, from retail outlets to
amusement parks and sporting events virtually
every sector of the U.S. economy is affected by
the threat of terrorist violence. To protect their
enterprises, government agencies and private
industry must have full inventories of the per-
sonnel and tools needed to address a disaster.
They must perform complete assessments of
target vulnerabilities so they can understand
and manage target risk. They must put detailed
contingency plans in place to ensure the
efficient management of a crisis if one occurs.
And first responders need the best-available
communication and tactical support to pet-

form their vital duties.

ORACLE SOLUTION

Manage Assets and Assess Risk

While it is difficult to anticipate the origin
and timing of an attack on your systems or
infrastructure, it is possible to reduce its
impact—>by knowing, in advance, the vulner-

abilities of your enterprise and the assets you

ROBERT F. DACEY
Director, Information Security Issues
United States General Accounting Office

have available to address the crisis. What are
you trying to protect? What kinds of threats
endanger your people, systems, ot structures?
Which tools are available to help avert a crisis

once it erupts?

Tracking massive volumes of enterprise data
and delivering the system performance neces-
sary for real-time situation analysis demands
powerful data management software. Oracle
Database has the power to store and process
the most complex enterprise data—from sur-
veillance video to the changing coordinates of
shipping containers as they move though a
port. Enterprise portal technology in Oracle
Application Server 10g allows security princi-
pals to securely access information regarding
asset availability, and Oracle Business
Intelligence lets them analyze data to uncover
vulnerabilities in the enterprise. Finally, organ-
izations looking to rapidly deploy a counter-
terrorism asset- and contingency-management
solution can utilize Oracle Threat Manager to
create and execute plans that reduce vulnerabil-

ities and enable them to react to actual threats.

“Enhancing surveillance systems, providing a mechanism of instant reporting to the proper
officials, educating healthcare providers and others in the community, and strengthening
knowledge of thorough outbreak investigation will improve collective preparedness for a

bioterrorism attack.”

Oracle’s long commitment to open, standards-
based technology lays the groundwork for
improved interoperability of communications
among the law enforcement, public safety, and
health agencies. As a member of the Emergency
Interoperability Consortium (EIC), Oracle is
working with public agencies such as the
Federal Emergency Management Agency
(FEMA) and the Department of Homeland
Security—as well as private sector and non-
profit partners such as L3/Crisis, Anteon, and
ComCARE Alliance—to create specifications
for emergency-management interoperability.
By defining specifications and standards to
address common requirements, the EIC is
advancing interoperability between the appli-
cations used by local fire, police, National
Guard, Coast Guard, and volunteer agencies
such as the Red Cross so information can be

easily shared across jurisdictions and agencies.

Planning against Biological Terrorism: Lessons from
Outbreak Investigations
Center for Disease Control and Prevention

INDUSTRY CHALLENGE

Safeguard Public Health

In the event of a coordinated bioterrorist
attack, hundreds of organizations from all
levels of government and the private sector
must spring into action to isolate the infected
area, treat those exposed to the threat, and

work together to capture the perpetrators.

In the U.S. anthrax case in 2001, more than
1,000 public and private medical professionals
worked to evaluate potential cases, administer
treatment, and assist in the investigation. The
U.S. Army Medical Research Institute of
Infectious Diseases tested more than 10,000
samples taken from the U.S. Capitol. Thousands
of law enforcement officers, from all levels of
government, participated in the ensuing
investigation. The larger the attack, the more
intense the impact on the organizations
needed to operate in the aftermath. Without
the right analysis, communication, and col-
laboration tools, the potential impact of a

bioterror event increases.

FACTS
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m More than 1,000 public health officials from the private sector and gov-
ernment collaborated on the bioterror attack on the U.S. in 2001.

— “Lessons Learned from the Anthrax Attacks” National Forum on Biodefense



PlanGraphics, Inc.

PlanGraphics has a 24-year
history with government
agencies and utilities,
providing solutions that
aggregate spatial information
from numerous disparate
systems for “summary”
usage. For example, if a
water main bursts in a city,
the police department needs
to know which area is
affected and which roads
need to be closed, so it can
dispatch forces to effectively
manage the traffic. Without
the aggregation of public
works, law enforcement,
and asset availability infor-
mation onto one “map,”
city departments must
coordinate their efforts
manually-using phone
calls, fax machines, and
other methods. PlanGraphics
takes concepts involving
data about places, time,
people, and things and
builds practical, cost-effec-
tive capabilities that can
enable a workforce to better
meet the needs and demands
of its customers.

LANGRAPHICS, INC.

ORACLE SOLUTION

Connect Related Agencies

To safeguard public health and prepare for
possible future attacks, public health enterprises
must deploy their resources and funding with
the maximum efficiency, and report tangible
progress toward public-health preparedness.
Enterprises involved in the prevention of
bioterrorism and the protection of public
health need to adopt an information technology
infrastructure that can support the massive

effort these missions require.

Oracle is uniquely positioned to offer that
support. Oracle’s public health infrastructure
provides integrated, standards-based technology
for monitoring the public’s health—allowing
the systems that track disease outbreaks and
harmful chemical concentration to easily interact
with first responders and health providers.
Oracle Healthcare Transaction Base, built on
the powerful Oracle Database 10g, provides the
development and transactional backbone for
health applications, so agencies can rapidly

build and deploy new systems that address

the growing threat to public health. Oracle’s
Public Health Data Integration Hub helps
healthcare agencies integrate multivendor and
legacy environments to meet the integration
standards required by HL7, the Health
Insurance Portability and Accountability Act
(HIPAA), and the National Electronic Disease
Surveillance System (NEDSS).

Oracle Collaboration Suite can help support
interagency communication by offering a
unified workplace where individuals can
share information, communicate via the
internet, and collaborate in secure workspaces
on shared projects. And the enterprise portal
functionality of Oracle Application Server 10g
can help push job-role-based information to
relevant parties by enabling a central clearing-

house for incident updates.

“If your organization focuses only on security or privacy, you may not optimize for either.

Oracle software is designed to help deliver both privacy and security.”

INDUSTRY CHALLENGE

Balance Security with Privacy

Privacy involves a person’s rights, choices, and
control over the use of personally identifiable
information. The new policy positions, organi-
zational changes, and legislation that followed
the creation of the Department of Homeland
Security raised citizens’ concerns about the
protection of their personal data held by both
the public and private sector. How is some of
our most sensitive personal data—including
medical records, financial transactions, and
travel histories—being accessed in the pursuit
of national security? What new personal
profiles have been created by the integration
and sharing of data among previously iso-
lated governmental agencies? What is the
level of transparency required to assure pri-
vacy protection without compromising the

sensitive nature of intelligence analysis?

JOE ALHADEFF
Chief Privacy Officer
Oracle Corporation

The balance between privacy and security must
be defined case by case and organization by

organization. There is no doubt, however, that
assuring the protection of personal information
gathered in the process of preventing terrorism
is critical to gaining trust and support of this

mission. Information security is a fundamental

component of privacy.

ORACLE SOLUTION

Ensure Privacy with Industry-Leading Security
Oracle’s commitment to data security and pri-
vacy is second to none in the software industry.
This leadership role results from a convergence
of effective product strategy; the completion
of internationally recognized, independent
security evaluations; and product solutions
unmatched by any vendor. Oracle customers
are able to leverage security solutions to protect
the personally identifiable information of their
customers, users, and partners’ users. Deploying
software with proven security is an essential

foundation to creating a privacy infrastructure.
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FACTS

m 81 percent of Americans believe that a right to privacy is “essentia

Oracle builds advanced technology features
that allay concerns about threats to personal
information—be they from mismanagement
of data privileges, unauthorized internal access,
or hacker intrusion. The features discussed
earlier (roles-based access, virtual private data-
base, identity management, and encryption);
third-party verification of Oracle technology; a
strong network of partners that provide com-
plementary solutions; and nearly three decades
of experience working with the intelligence
community all attest to the commitment

Oracle has made to protecting enterprise data.

But privacy, whether it relates to government-
citizen or business-consumer interactions, is not
a one-size-fits-all proposition. Solutions must
support various business and policy models, and
provide accountable and auditable mechanisms
that allow emergency access. Oracle provides

easily configurable and accessible solutions

1"

m 60 percent believe that the government has too much access to

personal information.

— Center for Survey Research and Analysis, University of Connecticut
Survey done for the First Amendment Center and American Journalism Review, 2002

that let customers tailor the solution to meet
their specific needs—depending on the nature
of the information; the policies associated with
the information; and the underlying infrastruc-
ture that stores the information, controls its

access, and audits against polices and controls.

In addition to aligning policies and processes
within your organization to protect personal
privacy, you can support a high level of privacy
compliance in your organization by imple-
menting Oracle solutions in your enterprise.
Industry best practices define the business
flows built into the Oracle E-Business Suite,
making policy enforcement and education

simple and accessible.

“Qracle was born out of the need for security. This is our culture. Our roots are in the
protection of the homeland, wherever that homeland may be. We must recognize that
homeland security is not just an issue for the United States—it is a global problem.”

ORACLE’'S DEDICATION
TO HOMELAND SECURITY

The United States faces a significant test in
aligning public- and private-sector resources to
protect against potential terrorist threats. To
ensure that intelligence and critical infrastruc-
ture—and therefore the lives of citizens—are
safe requires solutions that were designed from
the ground up with security and collaboration

in mind.

Oracle’s commitment to protecting sensitive
information at all levels of government and the
private sector spans the history of the company.
Oracle was founded on the pursuit of homeland
security, as evidenced by the work Oracle
completed with its first customer, the Central
Intelligence Agency. Oracle’s dedication to
this mission has earned it the vision, global
partnerships, knowledge, and experience to
meet the homeland security challenge. Working

closely with ISVs and technology partners,

LIEUTENANT GENERAL JOSEPH K. KELLOGG
(U.S. ARMY, RETIRED)

Senior Vice President, Homeland Security Solutions
Oracle Corporation

Oracle can offer a single, integrated solution
that connects disparate information systems and
agencies, encourages collaboration among first
reponders and ensures privacy at every level—
from enterprise to individual. In addition,
Oracle’s technology infrastructure adds scalabil-
ity, reliability, performance, and interoperability

to the foundation of an enterprise system.

Oracle understands the breadth of challenges
facing enterprises wishing to meet the home-
land security mission head-on. That’s why
Fortune 500 businesses and government
agencies around the world depend on our
focused expertise and innovative products to
create safe, reliable information systems. Our

business is your security.
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OPTIMIZE YOUR INVESTMENT WITH
ORACLE SERVICES

Oracle Consulting

Get results-oriented strategic planning; rapid,
low-risk implementations; and Oracle’s Business
Flow Accelerator approach to enhancements

and upgrades.

Oracle On Demand

Let Oracle host, administer, and maintain
your Oracle software. Get availability, secu-
rity, performance, fast problem resolution,

and automated upgrades—all at lower cost.

Oracle University

Get comprehensive Oracle E-Business
Suite education—from the experts that
built the software—for your organization’s

unique requirements.

Oracle Financing
Allow Oracle to provide you with affordable,
flexible, and predictable payment options.

NEXT STEPS

For more information on Oracle solutions

for homeland security, please visit
oracle.com/industries/homeland_security
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